Cards and card readers for voucher and access
control systems

D.L. Greenaway

In this article @ broad description is presented together with some ol the
technological background, of two new product areas. The first of these is con-
cerned with the realization of card operated pre-paid voucher systems, and is
typitied in the following description by the PHONOCARD System which is cur-
rently being manufactured by Sodeco-Saia, a company of the Landis & Gyr
Group. The second product area is concerned with the realization of card
ocperated machine readable identification systems, and Is typified by the 1D 2000
access control reader currently being manufactured by Landis & Gyr in Zug.
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1. Introduction

Both of these products areg based on
common information coding concepts
where the need tor high security plays
a central role. Bearing this in mind, it
will be realized immediately that in the
following sections, the omission in a
number of places of specific detail is
both intentional and necessary. With
this limitation it is nevertheless hoped
that an interesting overview can be
given of the application of a modern
technology to an area of increasing
commercial importance.

2. Applications

It is useful to separale the applica-
tions into two general classes: so-
-called wvoucher systems and iden-
tification systems. Each class is sub-
ject to a ditterent set of boundary con-
ditions in terms of the security con-
cepts needed, and of the economics of
manufacture of both the card and the
related reading equipment. Conse-
quently the two classes will where
necessary be treated separately in the
following sections.

Voucher applications are typified by
the PHONOCARD System. The
PHONOCARD unit is a full replace-
ment of the present coin box station
used in the public telephone service.
The PHONOCARD station {(shown in
figure1) contains no money or coin
box, but acceptis a pre-paid card
representing a number of value units.
The wvalue units (up to 120 in the
simplest form of the card) correspond
to the tax units of the telephone néat-
work and are debited at the ap-
propriate rate during the course of a
call made using the card. The cardis a
one-way card and cannot be recharg-
ed, but can be used repeatedly for both
local and long distance calls until tha
capacity is exhausted.
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The PHONOCARD station gives a visi-
ble indication of the balance of units
remaining in a card, and in addition a
card will be available where the
balance is at all times visible on the
card itself. The system has high user-
-convenience, particularly for longer
distance calls, when the corract small
change presents frequent problems
with traditional coin-boxes, also the
pre-payment does not in effect repre-
sent any meaningful financial loss 1o
the user. The system operator obtains
a significant benefit from the ac-
cumulated pre-payment, and in ad-
dition saves the expense of collecting,
counting and recirculating large
amounts of small denomination
coinage. In a number of countries, the
absence of coinage is expected to lead
to a reduction in vandalismm — a factor
which can heavily influence operating
costs,

The pre-paid card and the reader which
is incorporated in a PHONOCARD sta-
tion, are not rastricted to telephone ap-
plications, but can be used wherever
automatic revenue collection is need-
ed. Some examples are:

- petrol vending from unattended
petrol pumps,

- the collection of parking revenue
from large car parks,

- the payment ol electrical energy by
means of a card reader connected
to an electricity meter,

- Public transportation revenue col-
lection.

As concrete examples of the varied ap-
plications, the PHONOCARD system
is at presen! undergoing public field
trials in Belgium under the auspices of
ATT, the Belgium telephone organis-
ation. It Is planned to initiate field
trials in several other countries in-
cluding France, Austria, and
Switzerland during the course of 12980.
Petrol vending using a pre-paid card
has been In operation within the
Sodeco-Sala Geneva plant for the past
year. The introduction of a parking
system using the card is planned to
commence at two locations in the
Zurich city area early in 1980,

The second general class of applica-
tiens is concerned with personal iden-
tification, and Is represented by the ID
2000 access control reader and card.

In the simplest form, the readers and
cards function as a sophisticated key
sysiem allowing access to a number of
locations with pre-determined time
and zone priorities depending on the
information coded into the cards
Issued, Readers can operate
autonomously or may be connected to
a central processing unit which allows
a whole range of additional features to
be incorporated.

The basic card reader (shown in
figure 2) contains no transport
mechanism, the card is inserted by
hand and passed through a slot to
enable the card information (which is
not visible) to be collected by an op-
tical head within the reader. Cards in
their issued form are either neutral for
pure access control Use, or are com-
bined with an engraved photograph of
the user and other graphic information
to serve as a means of visual iden-
tification (for example a badge 1o be
worn by the holder).

Access systems, such as the |D 2000,
which can offer high securily, have a
significant part to play in the whole
security industry which is an area of
dynamic growth in todays unsettied
world. Although the applications of the
ID 2000 are at present directed mainly
at the problems ol controlled access
to specific locations and equipment
{for example access lo a computer ter-
minal), we expect the future to bring an
extension inlo the wider field of
general identification, ranging
perhaps from the control of financial
transactions to passport checking.

3. Principles

The coding methods used for the cards
for both the PHONOCARD-type and
the ID 2000 systems are based on
holographic technigues, A hologram is
the record of the interference between
two or more fields of mutually
coherent radiation, and the spec-
tacular aspects of this type of record -
including 3-dimensional images
reconstructed with a visible laser
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beam — are well known. Such
J-dimensional holograms are in
general characlerised by an extremely
high information density (the hologram
may contain up to 10* bits of image in-
formation per square millimetre), and
extremely high resclution (the image
information is recorded as a spatial
modulation of for example absorption
of light at spatial frequencies of up to
1000 lines/mm or even higher). The
high spatial frequencies involved,
necessitate a highly specialized
technology for hologram recording,
and this aspect alone can provide
security against for example forgery.
The high resolutions are retained in
the application of holographic techni-
ques to our card systems, but to meet
the need of a machine readable
system, the information content is
drastically reduced. This reduction in
information content has two important
consequences both of which relate to
the economics of producing a viable
reading channel for this type of infor-
malion. Firstly only a small number of
dectectors is needed in a reading
channel. A large number of deteciors
causes an immediate escalation of
reader cost. Secondly, because the in-
formation content |s small, a laser
light source is no longer needed to
reconstiruct the holographic informa-
tion, and an incoherant (for example a
light emitting diode) light source can
be used in the reading channel.

In the woucher and identification
systems described here, a holographic
recording is buried within the card
structure during the card manufactur-
ing process. The reader contains an in-
frared light source and optical system,
which interrogates the buried record-
ing and produces a characteristic

signal at the detectors which
establishes the authenticity of the
card. In a wvoucher system - eg.

PHONOCARD - the card carries a se-
guence of such recordings, and each
field must produce the correct optical
signal. The debiting operation is car-
ried out thermally, and the recordings
are destroyed successively by means
of a heated erasing head within the
reader which is triggered by the tax
pulses from the telephone line.
Erasure s accompanied by a
characteristic change in the detector
signals, and provides a turther control
of the authenticity of the card.

In the case of identification systems -
e.g. ID 2000 - the reader contains no
erasing head. The card contains in-
stead a coded sequence of recorded
fields. Each tield must produce a
characteristic signal al the detectors,
and the particular sequence of signals
produced as the card Information is
scanned within the reader is related to
digital information (typically 96 bits)
recorded in the card.
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